From: Ritchey, Gail (COT)

Sent: Thursday, July 12, 2007 9:04 AM

To: COT Constitutional CIO Security Contacts; COT Cabinet CIO Security Contacts;
CTC Members

Cc: COT Security Alert Contacts; COT Technical Contacts; SecurityContacts Group

Subject: COT Security Alert: McAfee ePO, Protection Pilot Vulnerabilities

COT Security Alert

Administrators that use McAfee ePO or Protection Pilot to manage their installations
should be aware that a component in these products, McAfee Common Management
Agent, is prone to multiple memory-corruption vulnerabilities. This does not affect
workstation and servers running McAfee client products.

A remote attacker may exploit these issues to execute arbitrary code on a vulnerable
computer with system privileges and may facilitate the complete remote compromise of
affected computers. Failed exploit attempts may result in denial-of-service conditions.

The appropriate CMA (Common Management Agent) patch downloads are located at
https://mysupport.mcafee.com/eservice enu/start.swe.

NOTICE: COT is providing this information so that you are aware of the latest security threats, vulnerabilities, software patches,
etc. You should consult with your network administrator or other technical resources to ensure that the appropriate actions for
these alerts are followed. If you are a network administrator and need additional information, please call the Help Desk at
502.564.7576.
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